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This document is the first deliverable produced by WP2 i Domain Interoperable loT Reference
Architecture. D2.1 uses and develops the output and ongoing work of WP2 and other WPs.

Hence, this Deliverable and its related tasks:

Create a common vision for the InterConnect ecosystem from an architectural point
of view that can be understood by all partners that come from highly different domains,
each with their own standards, reference architectures and business models.

Define the Secure Interoperable IoT Smart home/building and smart energy
system reference architecture (SHBERA) for the technology-independent and
device-agnostic InterConnect ecosystem, with its four viewpoints:

a. the high-level organisationally oriented Smart Energy Reference Architecture
(SERA) point of view, produced by task T2.2, from an Energy System
perspective. It homogenizes the views of partners regarding relationships
between devices and (commercial) services from different domains through
InterConnect, the separation of concerns, and the relationship with the traditional
(electrical) Energy System,;

b. a high-level technically oriented Smart Home/Building 10T Reference
Architecture (SHBIRA) point of view, produced by task T2.1 from an Internet of
Things (IoT) perspective. It homogenizes the views of partners regarding
functional layers of abstraction in a system of Smart Homes, Buildings connected
to a Smart Grid,;

c. alower-level technically oriented Interoperability Framework (IF) point of view,
based on the work in WP5. Through the use of technical adapters and
connectors it adds significant constraints regarding the use of Internet and web
technology for creating interoperability;

d. alower-level semantically oriented Semantic Interoperability Layer (SIL) point
of view, produced by task T2.4. It provides a common understanding of
semantical concepts (through ontologies) and adds significant constraints in the
way Knowledge is exchanged between components of the InterConnect
ecosystem on the basis of (the InterConnect set of) ontologies;

Defines a set of privacy and security strategies and guidelines, based on
international best practices and standards, for ensuring data protection, security and
end-user sd r i g producedby B2r3;i vacy

Contains the result of collaboration with WP3 on defining the set of interoperable
services and applications needed for pilot implementation and validation of
results, due to take place within WP7.

More precisely, D2.1 and its associated tasks are an essential entry point for other project

activities, namely by:
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Fostering early-alignment across WPs to help define and integrate the set of known
roles, requirements and stakeholders into the architecture;

Providing four different architectural viewpoints (i.e., SERA, SHBIRA, IF and the
SIL) that cover the full set of interactions between the different domain and actors
specified in WP1;

Providing a high-level specification of what is needed create an ecosystem of
semantically interoperable components, including the required enablers for
achieving interoperability across project stakeholders;

Presentingamorein-dept h overview of each (sub)pil ot
implementation, helping develop a more resonant synchronisation across pilot
members.

These concepts and the methodology used to achieve these results are described in detail in

the document.
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1 This document introduces several relevant (reference) architectures that have already
been introduced by key European Standardisation Organisations and other alliances in
the domains of the Internet of Things (lIoT) Smart Homes, Smart Buildings and Smart
Grids. These reference architectures are then categorised based on what is
needed to create the system of interoperable solutions as foreseen by the
InterConnect project. It does so in three dimensions: interoperability, ontology, and
Information and Communication Technology (ICT). Key findings can be summarized as
follows:

o0 Most reviewed architectures score high across the three dimensions,
although not always equally throughout three subdimensions of interoperability:
technical, syntactic, and semantic. InterConnect aims at full interoperability
across the board, implying that existing (reference) architectures did not
provide enough support to achieve the desired impact of the H2020
InterConnect project.

0 Architectures that scored high regarding semantic interoperability also
scored high in the ontology dimension. Semantic reasoning and what it can
convey to interoperability is one of the key exploitable results that InterConnect
is expected to deliver.

0 Reference architectures closer to the loT ecosystem show significant
relevance on the edge, fog, and cloud focus. InterConnect also addresses
the need to distribute processing between the edge devices and to include fog
systems by delivering a set of cloud-enabled tools to sponsor interoperability and
to provide high-availability capabilities to such services, both from the energy
and non-energy realms.

1 Following both a top-down and a bottom-u p approach, ISecurer Con
interoperable 10T smart Home/Building and smart Energy system Reference
Architecture (SHBERA) was derived from:

o The analysis of the SotA: after analysis and consideration of each relevant
reference architectures (RAS), it became clear no single RAs scores high enough
in all dimensions when ranked by project stakeholders. The focus was then put
on reusing and extending useful concepts while attempting to provide a bridge
between different domains so that project stakeholders can understand each
other in terms of the three dimensions interoperability, ontology, and ICT
processing.

o The projectds pri mary a nwhichdaeerthehighdevel e q u i
requirements t hat Il nter Connect 6s RA sh
principles were created to ensure that the resulting RA is a technology-
independent and device-agnostic ecosystem.

o Multiple viewpoints: each viewpoint shows the architecture of the system, but
certain parts and/or components are abstracted from. This results in views on
the architecture that are understood by the relevant domain experts and can still
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be comprehended by the individual expert, thus allowing to build consensus on
how to reach interoperability.

1 The SHBERA contains the following viewpoints per domain:

o Energy (SERA): the Smart Energy Reference Architecture. It is the
InterConnect viewpoint from the Energy domain that focuses on devices,
services, actors, business roles, and the Smart (electrical) Grid. It also
emphasizes information exchange in the energy system from an InterConnect
point of view

o Internet of Things (SHBIRA): The perspective from the IoT domain that focuses
on the interoperability and communication of services with each other and with
devices, cloud, and local management systems at different layers (of
abstraction).

o Technical integration for interoperability (IF): 1 nt er Connect 6s 1| nt
Framework takes the viewpoint of technical integration for interoperability. It
looks at the InterConnect ecosystem as containing a platform with services, such
as the service store for all interoperable services, P2P marketplace enablers,
access control mechanisms, generic interoperability adapters, enabling
communication, and others ; and

o0 Semantic engineering (SIL): A viewpoint from the domain of semantic
engineering and has even more focus on the language used in interoperability
than the IF, causing it to be the visually smallest subset of architectural concepts
in this visualization of the SHBERA.

1 InterConnectaimsto achieve interoperability at the semantic level. Thus, the project
will use semantic web technology supporting:

0 The creation of the architecture for a large-scale distributed system of
interconnected components that can exchange information using a shared
understanding of complex concepts, documented in machine-parsable
ontologies.

o The integration of standardized and existing information models from different
(industrial) domains. Instead of having to create a completely new standard, the
relationship between these existing models is expressed in ontologies, enabling
harmonisation at a higher level of abstraction.
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This deliverable document contains the Full Report on the Secure Interoperable IoT Smart
Home/Building and Smart Energy System Reference Architecture (SHBERA), which is a
result of the work carried out within Work Package (WP) 2 of the H2020 InterConnect project.
This chapter is an introduction to WP2, the relationship with other WPs, the objectives of D2.1

and provides an overview of the document structure.

Within the InterConnect project WP2 oversees the following activities and objectives:

1 Define SHBERA a technology-independent, device-agnostic system architecture for
the Energy and loT domains, consisting of multiple (reference) architectural
viewpoints and frameworks as defined in different Tasks (T):

o the Smart Home/Building IoT Reference Architecture (SHBIRA) as defined
by T2.1;

o the Smart Energy Reference Architecture (SERA), as defined by T2.2; and
olnterConnectos | nter olp)eas debnedby TSy; afddr a me wo r
o the Semantic Interoperability Framework, the result of the work in T2.4.

1 Define the set of privacy and security strategies and guidelines supporting a
privacy-by-design approach (in T2.3). WP5, and particularly T5.3, will use these
guidelines to specify each pilot's action plan and reports on the result of the security
and risk analysis, as well as the requirements for mitigation and analysis of compliance
readiness.

1 Define the Semantic Interoperability Layer (T2.4), supporting semantic
interoperability among the different devices, services, and platforms available within the
projectbs ecosystem. This includes possi bl e
suite of ontologies that are required from WP1 use cases and WP7 pilots, and all the
relevant semantic reasoning mechanisms and related components to be integrated into
the SHBERA.

1 Foster interoperability between devices, systems, and domains (i.e., smart homes,
buildings, energy, and grid) by defining the domain-specific abstraction layers and
basic APIs needed for their implementation (in T2.5). This work is carried jointly with
WP3, in charge of the specification and development of interoperable functions, i.e.,
software services/applications and physical devices/appliances that are needed for the
WP7 pilots.
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Moreover, by fostering early-alignment across most WPs, notably WPs 3, 5 and 7, WP2
defines and integrates the set of known roles, requirements, and stakeholders into the
architecture. The design and combination of all these critical components (e.g., ontologies,
standards, abstraction layers and security concepts) - in close cooperation with industry
players - should result in an interoperable, secure, open system architecture, capable of
handling complex scenarios, like those described by WP1.

As shown in Figure 1, the work of WP2 interacts with the work conducted by other (technology
oriented) WPs, while at the same time providing architectural viewpoints as key enablers for
those same WPs, namely:

1 WP1, from which this WP utilized Use Cases to infer the architectural requirements for
t he pr efgrencetardh#tectural viewpoints.
1 WP5, particularly T5.1, as it allowed for various iterations of the SHBERA and its

V|ewp0|nts.
WP1 Use Case requirements
Instantiation of reference architecture through ‘ Specification of architecture, APIs, data models,
interoperable digital platforms and framework enablers semantic interoperability, security framework
WP2
Adapted services WP3 WP5 WP4 Interfaces towards DSOs
Adapted platforms and interoperability framework, )
f f
pilot requirements, implementation and validation of WP7 WP8 Rty st e b e

articipating in the project's Open Calls
results paricparng EIPEO) P

FIGURE 1i RELATION BETWEEN WP2 AND OTHER WPS
The concepts and functions (e.g., data models, interfaces, protocols, security and privacy
requirements) introduced here are further developed in WP5 and WP3, which subsequently
provide:
1 WP3 with the service store specification and generic adapter for achieving semantic
interoperability of the services;
1 WP4 with the interoperable interfaces towards energy markets and especially DSOs

while WP5 provides integration with the interoperability framework and services;
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1 WP7 pilots with the interoperable digital platforms and supporting services necessary
for realizing the project Use Cases;

T WP804s cascade funding projects/ partners
Framework! necessary for making their platforms and services interoperable with the

interoperability framework and established pilots.

This deliverable provides the results of the work carried out within tasks T2.1, T2.2, T2.3 and

T2.4. The main objectives at the time of delivery can be described as follows:

1 Carry outadetailed analysis of the project's use cases, roles, services, and digital
platforms as well as their interoperability capabilities and requirements;

T Introduce t he pr oj ect 0 sSSHBERA) eamdeits cassociAtedc h i t €
viewpoints. Each (sub-) pilot's architectural implementation is mapped to the SHBERA
in Annex VI.

1 Contribute to the specification of InterConnect's Interoperability Framework (IF) and
other interoperable resources and services.

1 Contribute to the specification of the Semantic Interoperability Layer (SIL), by
identifying the set of connectors and adapters needed to integrate the benefits of
ontologies and semantic technology into the InterConnect reference architecture.

To achieve these objectives, the present document introduces:

1 An overview and analysis of existing and relevant 10T, Smart Home, Smart
Building, Smart Energy and industrial reference architectures;

1 Alistof requirements for the Secure interoperable 10T smart Home/Building and smart
Energy system Reference Architecture (SHBERA) and the methodology for deriving it;

1 A description of the SHBERA and its multiple points of view on the InterConnect
ecosystem, stemming from different domains like Energy and IoT. This includes a high-
level description of considerations pertaining to security and privacy?.

1 A high-level description of the Interoperability Framework in combination with
the Semantic Interoperability Layer from an architectural point of view, further
developing the work already covered in WP5, which identified the set of connectors and

11 nt er Co nmezoperdbidity Framework can be defined as a set of tools and software components that will allow
stakeholders to interconnect their semantically interoperable solutions into interoperable ecosystems. For more information,
see D5.1 [14].

2 More information on these two important aspects can be found in the InterConnect Deliverable D2.2 [15] which describes a
Security and Privacy plan prOCeSs (SPOCS).

22| 184



'|nterC(‘ SECURE INTEROPERABLE IOT SMART HOME/BUILDING
AND SMART ENERGY SYSTEM REFERENCE

ARCHITECTURE T FULL REPORT
WP2

adapters required to convert frequently used data formats in InterConnect into Semantic
Web standards, and map concepts like devices, services and platforms onto concepts
already present in SAREF3.

The content covered by this deliverable will be discussed and iterated until M36 (September
2022), the date of publication of the second version of this deliverable (D2.4). Therefore, the
work presented here should not be considered static nor exhaustive, but rather the structure
upon which other tasks, WPs and other projects have been able to build upon to work on the

interoperability of the project's pilots.

This introduction is part of Section 1. The remaining portion of this section introduces the
Glossary and Terminology table, used within this document and other technical and non-
technical deliverables published by the InterConnect project.

Section 2 summarizes our findings after reviewing and categorising existing State of the Art
(SotA) reference architectures and models within the Smart Home, Smart Building, Smart
Energy, and Industrial domains. These reference architectures provide the basis upon which
the Consortium wishes to converge and extend to achieve interoperability.

Section 3 describes why and how a Reference Architecture for a technology-independent
and device-agnostic InterConnect ecosystem had to be derived using the set of
requirements defined by project experts and the results of the SotA analysis.

In Section 4, nt er Connect 6s Secure | nter omgand Brhaet
Energy System Reference Architecture (SHBERA) is described with its four different point
of view on the InterConnect ecosystem, which together enable stakeholders to have a shared

understanding of how to achieve interoperability across domains, roles, services, and devices.

Section 5 should be used as a guide for project participants (in other WPs and in the upcoming
open call) that are active in constructing the ecosystem according to the SHBERA. This section
provides a discussion of architectural support for business models and further describes

relevant aspects of designing, constructing, and testing interfaces.

3 Note that deliverable D2.3 (to be published at the end of December 2021) will cover in more detail the Interoperable and
secure standards and ontologies of InterConnect.
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In Section 6 a short discussion is provided on the current status of the Secure interoperable
loT smart Home/Building and smart Energy system Reference Architecture (SHBERA) and its
multiple viewpoints.

Finally, the document includes five Annexes with detailed information on the reviewed
reference architectures introduced in the
architectural viewpoints, ontology usage and reasoning support, and the semantic solution

selection.

The glossary table, presented below, will be maintained throughout the project. Please note
that definitions introduced hereafter might be updated to accommodate project progress and
key results from technical WPs. New terminology definitions might also be added in future

deliverables.

InterConnect Framework-related terminology

A collection of tools, software and hardware that makes it possible to connect
) 6things6 (i.e., sensor s, actuators

0T platform (provider) ) ) )
Internet and the Web. Also used for managing the connection to the devices

as well as the devices themselves.

A digital platform that complies with IC Framework requirements in terms of
(An) IC Platform software and/or hardware that enables the actual interconnection of devices
and services. Often implemented based on an loT platform.

A collection of tools and enablers that describes and prescribes how to
interconnect devices from different vendors and services from different
providers, enabling interoperability and the intelligent interaction of many
devices and services from different domains (e.g., home automation, energy

(The) IC Framework
management, etc.).

The IC Framework includes services, like service store for all interoperable
services, P2P marketplace enablers, access control mechanisms, generic

interoperability adapters, reasoning, and compliance tests.

: . A collection of tools, software, hardware, building and users that provide a
Project Pilot

working demonstration one of more aspects of the generic IC Framework in
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Service-related terminology

Technical Service Provider

Commercial Service

provider

Service user

Customer

Service Level Agreement
(SLA)

Service Level Management
(SLM)
(IC) Service

(IC) Regular services

Service interface
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one or more EU countries in terms of platform interconnected devices and

services.

A demonstration of application of the generic IC Framework in terms of using
a specific set of services and a specific set of devices, that are interconnected

by the platform, in a specific way.

A hardware or software component, possibly representing other components,
that can offer certain functionality in the form of an (IC) Service to other
components. The other component could be owned by the same actor or by a

different actor.

A business actor that provides a service to another actor (e.g., consumer, but

also another commercial service provider).

An entity that uses a service as provided by another entity. This can be from a

(e.g.,
technical

commercial viewpoint or a more technical o n e 0soft

of fered by other componen

the viewpoint.

A business actor that uses/consumes a service and in return (generally)

rewards the (commercial) service provider for the use of that service.

Agreement between (commercial) service providers and users/customers.

Management of agreements and commitments between (commercial) service
providers and users/customers through tracking and documentation of service

level delivery and usage.

The offering of certain functionality from one entity/component to another
authorized entity/component (e.g., service or software component) using

(standardized) interfaces, compliant to certain IC Framework requirements.

IC Services that are offered via, not by, the IC Framework. Regular services

are listed in the IC Service Store.

An (technical) interface that exposes the functionalities of an IC Service. Within
the IC Framework, this includes a metadata interface for exposing service

capabilities
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IC Framework Service

Energy service

Non-energy service
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Part of a (technical) service interface in the IC Framework, that provides
functionality for interacting with
interface can be used for example to interrogate the service about its
capabilities and semantic framework. Thus, it can be used for reasoning about

using a service.

A service that supports offering and using services on an IC platform, as
prescribed by the IC framework. Examples are registration and discovery
services for interfaces, enabling humans and technical entities to find a

particular regular service offered through an IC platform.

A service that offers the ability to accomplish an objective (mainly in) in the
domain of energy, like balancing demand and supply or the reduction of energy
usage. This is a special category of services within the IC Framework, as
energy services (often) require the coordination of tasks across different Smart
Homes and Smart Buildings across the Smart Grid and thus requires multiple
levels and domains of control to be interconnected.

Non-energy service are services that do not relate to energy and/or do not
enable clients to accomplish and energy objective (as a main objective).
Examples of non-energy services are services that have as objective comfort,
well-being, entertainment, or safety of their users. Non-energy services can be
used by and/ or O6become part of 6 -emergytl
service that sends events when a door remains open, can be used by an

Energy service to reduce loss of heat in a house by closing doors.

Technical service implementation related terminology

Software as a Service
(SaaS)

Local / Remote Services

IC Service run-time

platform

A software licensing and delivery model in which software is licensed on a
subscription basis and is hosted (de)centrally. It is sometimes referred to as
"onnrdemand softwareo. SaaS appl i c-basedc
software, on-demand software, and hosted software. The term "software as a

Service" (SaaS) is part of the nomenclature of cloud computing.

Software services can be either i mp
server (i.e., on t he rilegasdadde thabruns onra
digital platform that is in a Smart Building or Smart Home.

Code that is hosted on a digital platform and acts as an abstraction layer for
the underlying software platform (e.g., specific operating systems). The digital

platform hosting the IC service run-time platform can be any kind of digital
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platform, ranging from resource constrained embedded systems up to (virtual)

cloud servers.

IC services compliant with the IC service run-time platform are called IC2
service and digital platform agnostic as they interface with IC service run-time

abstraction layer and not directly with the underlying software platform.

A service implemented as software/ cc¢
platform, making use of specific functions and characteristics of this specific

platform.

A service implemented as software/code that runs on top of the IC service run-

time platform.

Semantic and Syntactic Interoperability-related terminology

Semantics

Semantic Interoperability

(IC) Semantic
Interoperability Layer

Ontology

loT Platform specific

Information Model

(IC) Sarefized Services

Semantics is the study of meaning, i.e., the meaning of the data being

exchanged via the IC Framework

Semantic Interoperability concerns the exchange of meaningful information

based on agreed, formalized and explicit semantics

A logical concept within the IC Framework that enables semantic
interoperability. The semantic interoperability layer comprises ontologies,
interoperability adapters and smart connectors with supporting orchestration

enablers.

The formal specification of a conceptualization, used to explicit capture

the semantics of a certain domain of discourse. In the IC Framework,
ontologies like SAREF are used to capture the agreed, formalized, and explicit
semantics for the exchange of meaningful information via the semantic

interoperability layer.

In a specific 10T platform, it is a representation of concepts and the
relationships, constraints, rules, and operations to specify data semantics for a

chosen domain of discourse, related to a specific 10T platform.

A Software Service whose capabilities and data for the Service Interface are
expressed using the SAREF ontologies. (IC) Sarefized Services are
automatically recognized by the IC Semantic Interoperability Layer. The
capabilities of an (IC) Sarefized Service automatically become available to

other Sarefized Services/Devices.
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Knowledge Engine

Knowledge Directory

IC (Smart) connectors

IC adapters

Knowledge Base

Knowledge Interaction
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An open-source, ontology-agnostic software component, originally developed
by TNO in cooperation with VU Amsterdam, but whose development is further
extended to the InterConnect project partners. The Knowledge Engine helps
improve interoperability by making data exchange more dynamic and smarter
through orchestration and semantic reasoning. It creates a new way for
software and devices to communicate with each other.

A central component of the knowledge engine that registers the knowledge
offered and requested by Smart Connectors. It does not perform any

reasoning.

Generic software responsible for orchestration and reasoning. The Smart
Connectors are peers, that can communicate directly with each other through
SPARQL+. Based on the information in the Knowledge Directory, each Smart
Connector can perform orchestration and reasoning for itself. Smart
Connectors configured to use the same Knowledge Directory can

communicate with each other through SPARQL+.

The Interoperability Framework provides a set of adapters to allow vendors that
are already compliant with industry standards to quickly connect their
device/service to the Interoperability Framework. Ideally, for each industry
standard (i.e., SPINE, WoT, Modbus, S2) an adapter would be available.

IC adapter includes IC connector and the underlying mapping of legacy data
models and interfacing functionalities onto the InterConnect unifying protocol
(SPARQL+) and SAREF based data model.

Any device/service or platform with a Smart Connector attached is called a
Knowledge Base. A Knowledge Base will consume and produce knowledge
that needs to become available for other Knowledge Bases in the network (i.e.,
needs to be come interoperable). Every Knowledge Base describes its

capabilities using Knowledge Interactions.

A description of a type of interaction that a Knowledge Base supports. There
are four types of interactions: Ask, Answer, Post, and React Knowledge
Interactions. The Ask and Answer Knowledge Interaction each have one Graph
Pattern associated with it, while the Post and React Knowledge Interaction
have two (one for the argument, one for the result). A Knowledge Base typically
has multiple Knowledge Interactions of different types. Knowledge Interactions

are registered in the Knowledge Directory.
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It is a term specifically coined in the InterConnect project, used as internal
jargon to identify a unifying interfacing protocol for the InterConnect semantic
interoperability layer. It is based
additional interfacing functionalities required for realization of the project use

cases (thus, the fAi+0 in the name).

IC Interoperability Framework-related terminology

(IC) Service store

(IC) Deployment
Orchestrator

P2P marketplace enablers

IC security and data

protection framework

Interoperability compliance

certification

Complete catalogue of all interoperable services from energy and non-energy
domains. The service store is implemented as a web application providing
frontend interface for onboarding new interoperable services and browsing
existing (already onboarded services) by category and other metadata
parameters. The service store is part of the interoperability framework and can
be utilized by local reasoners to find appropriate remote services (running on
3 party platforms) needed for completing a task at hand. Service store
enables users or local reasoners to find interoperable services of interest and
provides them with information on how to access the services running on their

hosting digital platforms.

This is integral part of the service store responsible for facilitating instantiation
of interoperable services packaged as containers for specific runtime

environments including the service store sandbox.

Set of enablers for P2P marketplaces include: Hyperledger Fabric
configuration as blockchain basis for trusted data access and transaction
management; set of smart contract templates representing supported
transactions, reports, and audits; white labelled web application utilizing
blockchain network through integrated smart contract interfaces. These
enablers can be configured and deployed for specific use case, on the level of

a pilot or on the level of the whole project.

Set of best practices for ensuring data and privacy protection in
integration/interoperability scenarios between two or more stakeholders with
digital platforms, services, end users and databases. On the level of the project,
a specific access control mechanism will be implemented with
user/service/platform authentication and authorization procedures directly

integrated with semantic interoperability layer (discovery and reasoning).

Set of automated tests of achieved interoperability minimum defined for each
service and platform category. The tests will include dummy data exchanges

to showcase that defined data models are properly parsed and understood and
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services are capable of exchanging information through unifying
communication layer/protocol. The interoperability compliance test will be part
of the service onboarding process in the IC service store. After successful
compliance test, a certification of interoperability compliance will be issued and
written in immutable record of all interoperable endpoints based on
Hyperledger Fabric blockchain established on the level of the IC project.

30 | 184



'|ntercr SECURE INTEROPERABLE IOT SMART HOME/BUILDING
AND SMART ENERGY SYSTEM REFERENCE

ARCHITECTURE T FULL REPORT
WP2

This chapter provides a comparative overview of nine of the main reference architectures
introduced by key European Standardisation Organisations and other alliances in the domains
of 10T, Smart Homes, Smart Buildings, Smart Energy, and industry.

Table 1 provides a comparison regarding the surveyed reference architectures, categorising
the latter in three dimensions, namely: interoperability, ontology, and ICT processing focus.
The Interoperability dimension identifies and classifies the interoperability level provided in
each one of the reference architectures. The ontology dimension highlights if a given
architecture comprehends ontology specific characteristics such as addressing SAREF* or
any other (proprietary) ontology. Finally, the ICT processing focus dimension assesses if these
architectures can distinguish (and in which layers) the processing focus, namely if the
processing can occur at the edge, fog, cloud, or legacy (or proprietary infrastructures).

The analysis carried out in Table 1 was conducted by project stakeholders to position the
InterConnect project effectively and quantitatively® in the 10T, smart home, building and energy
ecosystem, further exploring the commonalities and divergences on the focus, goals and

attained (or expected) results.

4 The Smart Applications REFerence (SAREF) suite of ontologies created and maintained by ETSI. The SAREF ontology and
its extensions (standard and custom, project defined) are used within the InterConnect project as the shared vocabulary for
digital platforms, services and devices from both domains covered by the project.

5 The assessment of all these dimensions is achieved via a scale that spans from 0 (not relevant) to 6 (highly relevant).
Moreover, it provides a colour scheme that transforms Table 1 into a heat map for visual guidance.
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Interoperability Ontology ICT Processing Focus
Technical | Syntactic | Semantic | SAREF Proprietary Edge | Fog Cloud Legacy
AlIOTI 1 1 4 2 4 3 2 3 2
ONEM2M 2 2 3 4 5 4 1 3 1
FIWARE 4 4 2 2 2 4 2 5 2
W3C WOT 2 4 4 3 3 4 3 4 3
IDS 0 0 0 2 5 1 2 6 3
HBAM 4 4 4 4 2 4 2 2 4
CENELEC 2 4 5 5 4 1 1 1 1
SGAM 4 5 1 0 0 1 1 1 4
IEC 2 4 2 0 2 1 1 1 4
INTERCONNECT 4 5 6 6 4 6 4 6 3

TABLE 117 COMPARISON OF KEY ARCHITECTURAL FEATURES

0 not relevant 4  significantly relevant
1 | Agnostic 5 very relevant
2  Includes Awareness 6 | Highly relevant

3 Adopts some concepts

Below, a brief description of our key findings:

1 From the interoperability dimension, most reviewed architectures score high (above

4) across the three interoperability levels. It is worth noting that more generic
architectures such as AIOTI, oneM2M, IEC or SGAM do not score equally throughout
the technical, syntactic, or semantic interoperability. While AIOTI and oneM2M aim to
support semantic interoperability, IEC and SGAM focus on syntactic (and technical for
the case of SGAM) interoperability. The remaining architectures - generally more 10T-
focused - have better scores regarding syntactical and semantic interoperability.
InterConnect aims at full interoperability, implying that these three
interoperability levels, but mainly the latter two, will have a deep commitment and
impact on the  results.

Architectures that scored high regarding semantic interoperability also scored
high in the ontology dimension. In fact, this is the case (particularly) for AIOTI and
oneM2M. Other solutions such as IDS also score high, showing that there is a trend to
include (in this case proprietary) ontology notions even if interoperability is not
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necessarily set as one of their main targets®. InterConnect establishes a close
dependency on ontological developments, particularly to SAREF. Semantic
reasoning and what it can convey to interoperability is one of the key exploitable results
that InterConnect is expected to deliver.

1 Finally, regarding the ICT processing focus dimension, reference architectures that
directly map or are closer to the IoT ecosystem, such as AIOTI, oneM2M, FIWARE
or W3C do show significant to high relevance on the edge, fog, and cloud focus.
Most of these architectures include the notion of computational capabilities or business
processing at the edge layers (which in this case also includes gateways). They can
mix them with other legacy capabilities for processing that are now cloud-based
solutions and that leverage the cloud computing paradigm. On the other hand, industrial
architectures are often based on IEC or ISO standards which have an agnostic
implementation. Therefore, they score lower. This is not because solutions mapped
under these architectures are unable to gain leverage from these structures, but rather
that these architectures are agnostic to this type of mapping. InterConnect also
addresses the need to distribute processing between the edge devices and to
include fog systems (middleware systems) that can translate and off-load
processing when needed. With the cloud computing paradigm at the centre,
InterConnect delivers a set of cloud-enabled tools to sponsor interoperability and
to provide high-availability capabilities to such services, both from the energy
and non-energy realms.

This analysis is based on an in-depth analysis of the reference architectures mentioned above
and partnersé6é expertise and active partici
to achieve this result is briefly presented in the following subsections. Additional information

can also be found in Annex I.

1 The Alliance for the Internet of Things Innovation (AIOTI) encourages interactions
among the European IoT stakeholders. The areas of action range from
experimentation, replication, deployment to supporting the convergence and
interoperability of I0oT standards.

pat.i

T Al OTlI 6s HLA model of fers a global, compr eh

highly evolutive model that can be deployed on large scale pilots. Its three-layered
model interprets the relations between users, virtual entities, and things. Each of the

6 This might sound counter-intuitive, but in some cases, ontologies are used as look-up-tables to identify data and, even if
they are present, they are not considered as a support for reasoning capabilities. On the other hand, architectures which
usually cover the industrial spectrum, do not necessarily address the need for ontologies and even SAREF, being HBAN the
architecture that is highlighted as it encompasses a significant relevance for SAREF in its construction.
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layers contains a set of functions and services that interact via the secure interfaces
defined by the project.

T Al OTlI 6s HLA model provides a basis for the
its Al oT Enwhere getnanticanetadata and identification services are
comprehended. This layer from AIOTI also establishes the groundwork between
applications and services at the application layer, the abstraction in InterConnect for
the digital platforms and services.

T Al OTlI 6s generic modelling does not fully ac
atruly vertical abstraction. The need for semantic abstractions, mainly covering how
ontology mappings are brought into the foc

currently not covered by AI OTI 6s architectu
architecture as the foreground and considers and embeds complementary energy
reference architectures into its core, exploring the SAREF ontology family.

T AL OTI1 &s architecture does not . Vihdedit mighs t he
comprehend some concepts that derive from device support, it does not showcase
important layers/roles to accommodate needs related to energy trading, support or even
interoperability of systems.

The oneM2M Global Initiative, established by ETSI, defines a globally agreed machine-
to-machine (M2M) service, with contributions from seven SDOs in the world and various
alliances and industries.

oneM2Mbés Reference Aayerddiapproachute depiat £@mnmona
services functions that enable applications in multiple domains, using a common
framework and uniform APIs, built around the concept of a distributed operating system
for 10T. It also provides an open basic ontology model, describing the core classes,
relations and properties found within compatible and non-compatible oneM2M systems
and technologies.

oneM2M focuses on providing technical and syntactic interoperability, allowing
devices to establish data flows among them’.

ETSI 6s oneM2M s trabust aefecence &r¢héectsire mpon which the

project can build and extend to develop a reference architecture for the building,

home, and energy domains. However, since one M2M6s core concep
provide a fine-grained model for interoperating energy flexibility management

with home and building architectures, additional work was needed to further detalil

such concepts in the resulting global reference architecture.

While oneM2M offers considerable experience with the use of ontology-based solutions
(including SAREF), it is closer to the device layer. InterConnect will provide the

7 A common data model introduces a first ontology mapping and step towards semantic interoperability.
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capabilities as a foreground, ensuring compliance with devices, but will shift its focus
to higher-level abstractions, particularly the ones conveyed by higher-level
software data services that can operate at all levels of the HLA (separately or
together). Moreover, InterConnect will also sponsor evolutions within the SAREF family
specification, enabling them also to address needs coming from interoperability
requirements of the energy domain that are currently not part of it (e.g., flexibility).

The FIWARE Foundation is a non-profit organisation funded by the European Union
and the European Commission, aiming to encourage the adoption of open standards.
It provides an open, public, and free architecture, enabling the adoption of new services
and solutions by new stakeholders. Central to its design, smart data usage which
enables specific APIs for data exchange while ensuring compliance with legacy
applications via a set of harmonised data models.

FI WAREOGs Ref er enc ecloddrocidnied @pentsouroe eciosystean for
implementing loT platforms, strengthened by the participation of several alliances
and a rich ecosystem, built from a growing array of data models.

InterConnect builds upon the experience from FIWARE to provide a framework
that can be used by adopting platforms and digital services, making them
interoperable at both the technical/syntactic levels, but most notably at the semantic
level. Semantic interoperability will provide means for the discovery of service
capabilities and will sponsor data translations between digital services and devices.
FIWARE also provides a groundwork to explore the logic surrounding a generic
adapter that can attach to an already existing service and provide new interfaces with
the ecosystem.

The World Wide Web Consortiumdéds (W3C) Web ol
different interoperability issues across loT platforms and application domains. Its
architecture (introduced in [1]) is an abstract architecture designed by industrial
partners such as Huawei, Fujitsu, Oracle, Panasonic, Hitachi. WoT architectural goals

are to improve the interoperability and usability of the l1oT. Common principles include

mutual interworking of different ecosystems using web technology, namely RESTful
interfaces, and the use of multiple standard formats for data encoding.

W3 Co s We b of Things ( Wo T )flexile, cshalable, candi r e
interoperable approach to improve usability across the lIoT domain. It builds on
the concept of "Things, Consumers" (TC) and "Things Description" (TD) to provide
human and machine-readable descriptions. The latter allows for semantic annotation of
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its structure and described contents and can be exchanged using multiple formats
commonly used in the web.

WoT provides a framework to describe existing interfaces with potentially multiple
ontologies semantically. In that sense, the InterConnect reference architecture can be
seen as a subset of WoT, where an interface is prescribed, and only one ontology
(SAREF) can be used. WoT works with multiple transport protocols, such as MQTT,
COAP, and HTTP, and does not necessarily require an adapter/connector. However,
the semantic reasoning itself is not covered by the WoT model, as it concerns only
the description of message structure and their ontological annotation. This is where a
Knowledge Engine could fill a crucial gap.

A link can be made via the InterConnect adapter/connector, which must transform the
messages described by the TD into an appropriate format for the InterConnect
RA. The ontological descriptions can be re-used if the ontology is SAREF. Descriptions
in terms of other ontologies must be mapped to SAREF or discarded. As far as it relates
to WoT with EEBUS, SAREF will be used wherever possible, so the ontologies are not
an issue. However, this means that a WoT adapter/connector would be specific to
EEBUS, and not necessarily applicable to every protocol that can be described with

WoT-TD.

Thelnternat i onal Data Spacesdé (1 DS) Reference AT
27070 ARequirements and reference archite
exchange of industry data and serviceso [ 2

based on European values, i.e., data privacy and security, equal opportunities through
a federated design, and ensuring data sovereignty for the creator of the data and trust
among participants.

The International Data Spaces (IDS) Reference Architecture focuses on the link
between the creation of data on the internet of things (IoT) and the use of this
datain machine learning (ML) and artificial intelligence (Al) algorithms. One of the
core values put forth by the IDS is data sovereignty, allowing for the exchange and
sharing of data between partners independent from their size and financial power.

The IDS reference architecture provides a technically ICT-focused architecture
mapping devices, gateways, and other brokers. Given that focus, this architecture
is focused on the 10T domain in general, not showing a particular tailor for any specific
domain such as energy or comfort, for instance.

The reference architecture provided within InterConnect offers a domain focused
experience, not only in what regards to the IoT domain (with comfort and user-
centric design) but also to energy, with its smart energy reference architecture.
Even though InterConnect provides more focused reference architectures in terms of

36 | 184



'|nterC(‘ SECURE INTEROPERABLE IOT SMART HOME/BUILDING
AND SMART ENERGY SYSTEM REFERENCE

ARCHITECTURE T FULL REPORT
WP2

domain, the architectural designs are kept at an actor/layering level. They do not
showcase direct components as it happens with this architecture under review.

The zero scoring ( 6 not rel evant dhe Interoperability dinsepsmrt is
because IDS is not about interoperability and semantics of devices and services in
Smart Homes and Buildings, connected to a Smart Grid. It is about interoperability in
sharing data. This does not mean that IDS cannot be used for interoperability regarding
the sharing of datasets in a future version of the InterConnect Ecosystem between
partners. It is not relevant at the current introduction of the architecture for the
InterConnect Ecosystem.

The Home and Building Architecture Model (HBAM) was developed by the German
Commission for Electrical, Electronic & Information Technologies of DIN and VDE
(DKE)?, as a derivative of the SGAM framework for the building and home domains.
The DKE is an organization responsible for producing electrotechnical standards in
domains such as energy, mobility, and home and building.

The Home and Building Architecture Model (HBAM) focuses on modelling the
interactions between end-users and an interoperable ecosystem, often including
standards in other domains, such as energy, mobility, and home/building.

Although the HBAM model is still under development, it is expected to be used in
the InterConnect project. All three aspects are represented in various pilots striving
the domains from energy resources to audio-visual communication entertainment.
Mapping the high-level use cases onto the HBAM model will help to analyse the
interactions in the respective pilots as well as helps to verify the HBAM model itself.

CENELEC's Reference Architecture aims to achieve interoperability across devices or
a system of devices that provide energy flexibility. It also describes the S2
communication protocol, which can be defined as an intermediate protocol that can
function with many already existing protocols, e.g., SPINE, KNX, etc.

TC59x architecture approaches the communication of a smart appliance with the
Energy Manager. Other uses and use cases for SPINE in the grid connection, HVAC

8 https://www.dke.de/en/ueber-uns
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and e-mobility domains are included in upcoming national German standards
CENELEC and IEC activities.

The TC205 architecture offers the capabilities to enable energy management with
many kinds of Smart Devices and protocols. They are complementary parts of the
InterConnect Architecture, and both are already existing or upcoming standards.

The Smart Grid Architectural Model (SGAM) defines a set of common concepts, across
five distinct layers (i.e., business, functional, information, communication, and
component). This framework focuses on providing a technological-neutral approach,
supporting the creation of smart grid use-cases across various zones (i.e., levels from
a power systems management perspective) and domains in the energy field (e.g.,
generation, transmission, distribution, distributed energy resources, and consumers).

SGAM presents a good starting point for InterConnect, especially in the different
layers and the energy domains. It is also well suited to map (smart grid) use cases.
We do not see the need to use the concept of zones in InterConnect directly since we
only address the DSO level in the component layer. The principles of the layering,
the universality and scalability of SGAM have, nevertheless, served as the
foundation for |1 Cb6s reference architecture

InterConnect requirements call for a broader approach, especially in the IoT,
smart home, home device and sensors domains. Moreover, the advantages to
connect the InterConnect architecture to SGAM is that the latter is very well established
in the smart grid world and the SDOs CEN-CENELEC and ETSI.

InterConnect requires a more in-depth focus on the function/service layer and the
information layer. Information in InterConnect exceeds a set of data models:
InterConnect will use ontologies and, as such, make semantically enriched
interoperability possible.

The main architectural difference between InterConnect's IoT HLA and this initiative is
that the project's Reference Architecture differentiates less (or not at all) the
domains or zones in at least the layers communication and information, given
InterConnect's architecture and its objective of achieving semantically enriched
interoperability.
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The International Electrotechnical Commission (IEC) is a global organisation which
provides international standards. The standards produced serve as a basis for national
and cross-border regulatory frameworks and legislation for the sector.

The I nternational El ectrotechnical Commi s
architecture introduces key concepts (e.g., processes, stations, field, operation) and

actors (e.g., enterprise and market) spanning across the generation, transmission,
distribution, DER, consumption, the communication, and crosscutting tiers. It

also provides a series of considerations for data modelling and semantically driven
reasoners using ontologies tailored for the Energy domain.

IEC possesses a unigue role in this state-of-the-art section as it does not directly
configure an architecture model, from which we can establish a comparison with
InterConnect HLA, but rather provides a set of standards that establish key
characteristics for the IoT and energy, that directly tackle some of the challenges in
providing interoperability within the smart grid landscapes.
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This section discusses the need for an InterConnect Reference Architecture. It also provides
an overview of the architectural requirements that have been derived from the project goals to
create the architecture. This is followed by a discussion of the multiple viewpoints in the
reference architectures. The chapter ends with describing the iterative approach of using
different viewpoints in one Reference Architecture. After reading this chapter, the reader is
equipped with everything needed to understand the background of the Reference Architecture

presented in the next chapter.

There is no single existing reference architecture which can be used to create acommon
understanding between experts from different domains (e.g., Energy, I0T) to create a
technology-independent and device-agnostic (eco)system. Although existing reference
architectures have their own merits and advantages, no single one scores high enough in all
dimensions when ranked by project stakeholders (see Section 2). In other words: the
InterConnect project should not reinvent existing reference architectures, but it does need
to provide a bridge between different domains so the experts involved can understand
each other in terms of the three dimensions interoperability, ontology, and ICT
processing.

A common understanding is a key enabler® for successfully interworking between the 50
project partners from different (industrial) domains as well as connecting Smart Homes,
Buildings and (electrical) Grids in seven European countries (Portugal, Greece, France,
Netherlands, Germany, Belgium, Italy). These solutions should provide people from all over

Europe with the ability to interconnect devices in their Smart Homes and Smart Buildings

9 Without a Reference Architecture, it would have proven difficult to compare the different geographically distributed
implementation architectures systematically. This was required for finding out where to introduce layers of interoperability
between the different systems across Europe. These layers are important, as this is where information is exchanged between
architectural components regarding the status and control of devices, past and planned energy usage, amongst others.
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to a wide range of services from different providers, using the Smart Grid as a means for
efficient exchanging energy.

The goal of the Reference Architecture is to provide a way to describe how different
components relate to each other in an easy, affordable, and trustworthy manner,
allowing for the interconnection of services and devices in the Smart Grid, connected Smart
Homes and Buildings and vice versa.

InterConnect discriminates between primary requirements and derived requirements. The
primary requirements (introduced in Table 2) are high-level requirements that the
Reference Architecture should always comply with. These requirements are the end-
results of discussions between experts from WPs 1, 2, 3 and 5. The experts have looked
at the Use Cases collected and described by WP1 from an architectural perspective. It was
established what was required from the architecture to support the Use Cases as presented.
In the sections below each primary requirement is discussed and additional, more specific

requirements are derived from the primaries.

R1 IC Reference Architecture MUST be technology independent and device agnostic

Ro IC Reference Architecture MUST integrate semantic reasoning mechanisms to exploit
the benefits of ontologies and semantic technology in the InterConnect ecosystem
IC Reference Architecture MUST include a set of InterConnect-compliant energy and

R3 non-energy services, and produce extensions for a mainstream uptake and for testing
and applying new business models

R4 IC Reference Architecture MUST be based on the latest and most stable industry
standards and insights for cybersecurity and data privacy protection

RE IC Reference Architecture MUST enable data exchange between all stakeholders, roles,
and their related services

TABLE21 HIGH.LEVEL REQUI REMENTS FOR | NTERCONNECT®6S REFEREN

To create a large level playing field for a competitive market of 10T solutions and energy
management services, the Reference Architecture MUST assume as little as possible
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regarding the technology used for implementing the InterConnect ecosystem. It should also
assume as Ilittle as possible regarding device
Reference Architecture should opt for an open system to which new devices can be added.
Table 3 defines the set of derived requirements from R1, covering the InterConnect ecosystem

and core principles:

IC Reference Architecture SHOULD be based on existing reference architectures in
R1.1 the Energy and IoT domains in order to make it relatively easy for domain experts to
recognize concepts from their domain.

IC Reference Architecture SHOULD be flexible enough to support pilot-specific use
R1.2 cases and integrate existing (legacy) systems as well as use cases from cascade

funding projects

IC Reference Architecture MUST provide a high level of modularity and be

R13 implementable by including different standards/best-practice techniques
IC Interoperability Framework MUST achieve semantic interoperability without an
R1.4 intermediary digital platform purposefully built for the project to facilitate this
interoperability
IC Interoperability Framework MUST specify an interoperability toolbox that provides
R1.5 enablers and services to speed up the realization of interoperable environments
required by the project pilots and defined use cases
R16 IC Interoperability Framework SHOULD enable interoperability not just within pilots, but
among them in overarching use cases
IC Interoperability Framework MUST support cascade funding partners and integrators
R1.7 to utilize the interoperability toolbox components to make their platforms and services

interoperable in the same semantic interoperability framework

TABLE 37 DERIVED REQUIREMENTS FROM R1

Although the Reference Architecture must be as technology independent as possible
according to R1, it MUST also allow for and even stimulate the integration of semantic
technology. This wild.l enable I nterConnect to
arriving at and using a shared understanding of the interrelated (complex) concepts within

InterConnect.
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The Reference Architecture MUST allow for the creation and offering of both energy (e.g.,
of l exi bility setrewmiexegsyd)seasviwelsl (aes gnon é6remot e
so in such a way there will be a mainstream uptake. That means that the Reference
Architecture should be in line with major (established) architectures in the domain of energy
(management) as well as the domain Internet of Things that has a broader range of related

services than the energy domain. Table 4 provides a list of requirements derived from R3.

R3.1 IC Reference Architecture SHOULD allow end-users to connect devices, services, and

applications to multiple other services from different providers

R3.2 IC Reference Architecture SHOULD allow the introduction of new services and new

devices without requiring a complete re-standardization of the IC Framework

IC Reference Architecture SHOULD allow the introduction of new relevant technologies,

R3.3 such as blockchain and smart contracts technologies to favour the uptake and

development of new business models

TABLE 4717 DERIVED REQUIREMENTS FROM R3

As the InterConnect ecosystem of devices and services touches the (operation of) homes and

people live and work in, there is a strong demand for security and the protection of privacy. To

deal with the constant and ever-evolving challenges of cybersecurity, business groups,
gover nment agenci es, projects, and ot her or g
frameworkso, documents, and tools to help orga
InterConnect has developed a specific process that makes use of the latest and most stable

industry standards and insights for cybersecurity and data privacy protection industrial
standards: the Security and Privacy plan prOCeSs (SPOCS). The SPOCS framework and

all related concepts can be found in InterConnect deliverable D2.2 [15].

The following sub-sections introduce the most relevant aspects related to this architectural

requirement, so the reader is provided with a basic understanding from an architectural point
of view.
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The correct provisioning of services using devices in Smart Homes and Smart Buildings,
connected through the Smart Grid, requires sharing information and/or control. Sharing
information differs from sharing control in several ways. It is important to be aware of this when
Implementing security and privacy protection measures:

Information sharing: in [3], the authors suggest a framework to examine information

sharing on Smart Grids in a structured way. This framework can be used to analyse
related oO6remote monitoringd services, and
consumption or service usage, which can t he
freedom). The InterConnect Interoperability Framework should provide users with the

ability to set privacy levels while allowing them to accept (or decline) different provided

services. This should also be enabled for services providers and platform operation who

are managing consumer 6s dat a.

Control sharing: connecting devices to services using the InterConnect Framework
has a potentially significant impact on Smart Homes and Buildings and Smart Grids.
Since this type of interconnection enables remote control of devices that influence the
physical reality of the built environment, services interconnection requires the exchange
of information, and sometimes also the sharing of control'®. More can be found in [3],
where the authors suggest a framework to examine sharing of control on Smart Grids
in a structured way.

Within the InterConnect ecosystem, there are different parties, roles and/or different
stakeholders (consumers, manufactures, service providers, DSOs, etc.). Depending on the
role there might be a conflict of interest between these parties. For example, a flexibility service
provider might want to have full access to all information regarding (planned) energy usage of
a Smart Home, while the inhabitants might want otherwise (they only want to share
aggregates). To be and remain aware of potential conflicts, InterConnect has created an
overview of several stakeholder categories and their general perspective on security and
privacy requirements. This overview is provided in Table 5.

Service Different kinds of service providers will have different requirements within different

providers security groups. For example, a weather forecast service will not be interested in

10 For example, when a service enables a washing machine at the optimal time for the energy grid, it is not the consumer who
decides when his washing machine is turned on, but the service.
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investing heavily in secure communications. On the other hand, a DSO will need to
invest heavily in secure (and reliable) communications because of the potential

pervasive impact of the injection of wrong information (or a failure).

Within the project, different service providers will have different/conflicting
requirements. The ability to group service providers in different security demands
to (depending on their specific perspective) will enable InterConnect to be attractive
to all stakeholders. This should also help in identifying mutual security and privacy

expectations between service providers that depend on each other'!.

DSOs and TSOs are expected to provide
Therefore, they require high-integrity measurement values. However, for the DSO
and the TSO, conflicting requirements may arise. For some grid-related services, the
DSOs & TSOs . . . . .
latter may need or want to provide details on expected congestion and location while
ensuring that others do not misuse this information (e.g., commercial aggregators

pretending they need grid capacity to reduce it for commercial benefit later).

A manufacturer wants to design and build devices for people in Smart Homes and
Buildings. Implementing security requirements on (IoT) devices can have a heavy
Manufacturer impact on the development and production costs. As a result, manufacturers may
not want to create devices on a higher security level than needed to exploit its core

functionality.

For most consumers, ease of usage is considered essential. For example, a
consumer should be able to buy a new device and install it within his home-
environment with just a few (simple) installation steps. As a result, security measures

Consumer / . . .
should not result in a complex configuration for the end-user. Moreover, on the

User . . . . . .
privacy of data, there are also potential conflicts of interests. The service provider
may like to collect as much data as possible for sometimes future or unknown

purposes, while the end-user may only want to share data on a need-to-know basis.

TABLE 517 STAKEHOLDERS SECURITY AND PRIVACY REQUIREMENTS

Not all devices and services will probably require the same amount of security to allow

interaction (exchange of information or control signals). It depends on the impact of a security

11 An example would be households that calculate the expected production of solar panels based on the weather forecast
service, an integrity issue of the weather forecast service can have a considerable impact on the DSO.
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breach. In the domain of the Energy there already is a standard that allows to classify in terms
of security levels: ISO 62443 - Security levels (SGIS-SL). It is defined by the Smart Grid
Information Security (SGIS) model'?, the security levels are specially described for the energy
sector. Each security level describes an impact and varies from 1 (low) to 5 (highly critical)*3.
The InterConnect ecosystem can benefit from having support for different security levels at
different parts and domains of the framework. This will reduce the amount of work to be carried
out for integrating devices and services which require less security for interaction. The concept
of having different levels of security of specific sets of ecosystem components is also known

as having is &dExamples gf sugh gooupp ferdnterConnect are:

A Security Group for devices like home appliances, focusing on preserving the
security of inhabitants of Smart Homes and/or Buildings;

A Security Group for devices like home sensors, focusing on preserving the privacy
of inhabitants of Smart Homes and/or Buildings;

A Security Group for energy system related services, focussing on the integrity of the
energy system.

A Security Group for (on-line) services that carry out long term accounting/logging of
end-user related activities, focusing on the privacy of end-users.

This section contains an example illustrating the application of security and privacy principles

within the InterConnect ecosystem.

Situation: a manufacturer produces a particular model of a washing machine that can be part
of the InterConnect ecosystem. Thi s means an app on a s §a)r tppahrotny
can be used to offer flexibility in consumption of electricity to the grid, in return for financial
remuneration. A consumer buys this model and installs the 3" party app on a smartphone to
save money. The app can remotely start a washing machine program at an optimal point in

time, based on consumer, grid and/or energy market demands. The consumer in this example

12 For more information, see https://ec.europa.eu/energy/sites/ener/files/documents/xpert_groupl security.pdf

13 |t is interesting to note that the SGIS-SL model also estimates the required security level for a given SGAM Domain/Zone.
This leads to a table combination of a SGAM Domain and Zone, resulting in a different security level.

14 A security group is a set of security requirements, meant for a specified domain, with a specified security level.
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Is sharing part of the control of the washing machine, as it is the application that also decides
the exact point in time when the washing machine program is started. In order not to
completely invade the life of the consumer, there should be a level of participation in the
decision-making process. The consumer should be able to set some boundaries (in time). In
terms of security level this device is in this kilowatt range, connects to the water supply and
could destroy valuable clothing (if washed repeatedly).

Given this situation, the following security and privacy aspects are important from the
perspectives of the washing machine (device) manufacturer and the electrical flexibility service
provider:
Identification: how do washing machine and app identify each other? What kind of
naming scheme they use for example?

Authentication: who/what determines (how often) if the identities are those who they
say they are?

Authorization: who/what determines (how often) what an authenticated identity is
allowed to do?

Accounting: who/what stores exchange information and/or control signals? If there is
a dispute afterwards regarding the activation of a washing program, what set of
(logging) information is used to settle the dispute? This aspect is important for being
able to O6bill f owepuiatiereigimpora®.6, wher e non

Transparency of communication: to what extent can others see the communication
between the washing machine and the app? What level of encryption is needed?

Trustworthiness of data: what integrity measures on measurement data will be taken
regarding exchanged information.

The aspects above also illustrate the benefits of having predefined types of security groups
where there are general agreements on identification, the level of authentication, authorization,
etc. A device manufacturer, a service provider and/or consumer can state which type of

security group membership they want.

Although it sounds obvious, an important requirement is that the Reference Architecture
makes it relatively easy to allow data exchange between components. For example, there
should be no congestion in the flow of i nforr
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di spatchero6. The design should be decentralize
ending information. Also, it should be possible to exchange new types of data/information in

the future without a redesign of the Reference Architecture. Table 6 specifies the requirements

derived fromR5,speci fic to the projectds requirement

stakeholders and the Energy providers.

IC Reference Architecture SHOULD allow the introduction of interoperable data
R5.1 exchange mechanisms that will enhance grid observability and system coordination

using distributed data resources

IC Reference Architecture SHOULD allow the development of new market tools and

R5.2 . . :

energy/non-energy services to increase the penetration of renewable resources

IC Reference Architecture SHOULD be flexible and technologically agnostic to
R5.3 encompass the operational planning processes between system operators, improve

distributed controllability and market interaction, and enhance system coordination

TABLE 617 STAKEHOLDERS AND ENERGY PROVIDER INTEROPERABILITY REQUIREMENTS

The InterConnect ecosystem is so complex and extensive, no single expert can fully
comprehend all aspects of the system. This makes it difficult for experts to arrive at the
necessary agreements for reaching interoperability. Different experts prefer to use different
types of system modelling, depending on their field of expertise. Different technologies,
different domains of application come with their own modelling style and people have been

educated differently.

Trying to arrive at a Reference Architecture that forces experts to use the same way of
modelling and visual representation of how they see the ecosystem turned out to be time
and energy demanding. Instead of arriving at a concise, relatively easy to explain view,
experts from different domains tend to add what isimpor t ant t o t hem, resul
architectures that are not practical for use. This problem is not new, as society has been using

ICT to build large scale distributed systems for many years now.
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Therefore, the InterConnect project decided to follow the approach used for creating the
Reference Model for Open Distributed Processing (RM-ODP?*®) and the 4+1 architectural
view model®. Instead of trying to create an architecture for the entire system that contains
feverything all different domain experts wantq the project has developed viewpoints. In each
viewpoint the architecture of the system is shown, but certain parts and/or components are
abstracted from. This results in views on the architecture that are understood by the relevant

domain experts and can still be comprehended by the individual expert.

Although InterConnect also uses viewpoints, the Reference Architecture should not be seen

as a replacement of RM-ODP or the 4+1 model. The viewpoints in the InterConnect
Reference Architecture are there to enable different domain experts to collaborate on the

same ecosystem from the perspective of their field of expertise. These viewpoints are

specific for dealing with the InterConnect ecosystem. The InterConnect Reference
Architecture can also be seen as a Rosetta Stonel’: the same ecosystem is described using

di fferent Al anguageso. The di f f er eandctree Rbsetth we e n
Stone i1is that certain viewpoints/ | anguages do

them out (abstraction).

Four different points of view have been identified during the project for four different domains
of expertise and/or application of certain technology. It turns out that experts from these
domains tend to focus on certain concepts/aspects while abstracting from other concepts.
These are the:
Internet of Things (IoT) domain. Focus is on separation of concerns in using and
offering IoT services by layering in terms of communication, application, etc.

Energy domain. Focus is on describing on how components (technological, business
parties, etc.) interwork to manage balance and avoid congestion on the grid.

Technical integration for interoperability. Focus is on describing on how different
technological components interwork to achieve interoperability.

Semantic engineering. Focus is on using semantic (web) technology for a common
understanding and usage of InterConnect concepts.

15 https://en.wikipedia.org/wiki/RM-ODP

16 https://en.wikipedia.org/wiki/4%2B1_architectural view model

17 https://en.wikipedia.org/wiki/Rosetta_Stone
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These four different viewpoints on the same large and complex InterConnect ecosystem
enable (business) architects, (software) engineers and/or (platform/system) designers to
collaborate and still focus on specific directly related topics. It also uses the concept of
modularity to keep information that is not needed outside a functional component inside and

prescribes well-defined interfaces for the information that is required outside a component.

The work in WP2 has been carried out iteratively where input and/or feedback from other WP
perspectives (e.g., WP1, WP4, WP5) was integrated throughout time. This also enabled the
project to include new information, methodologies and/or requirements. This iterative
approach allowed for collaborative and synergetic effort, through cross-WP discussions,
helping to synchronize and validate resulting viewpoints.

The successor to this deliverable is D2.4, due in M36. It will provide more details as more

experience with implementing pilot architectures will have become available.
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This chapter describes the resulting Reference Architecture, based on the requirements and
methodology introduced in Section3.InterConnect 6 s Reference SAaauehi t e
interoperable 10T smart Home/Building and smart Energy system Reference
Architecture (SHBERA). After reading this chapter, the reader is equipped to understand the
guidelines for the other WPs as provided in the next chapter.

As discussed in Section 3.3, InterConnect has created separate viewpoints for the
domains of Energy, Internet of Things (loT), technical integration for interoperability
and semantic engineering. Before describing these viewpoints in more detail, this section
discusses the relations between the viewpoints. This description is also a discussion of the

SHBERA, as it describes the relations between the parts (viewpoints) of a larger collection.

i T T
! (] (N
! 1 1 .
1 U 11 Control, comfort& Energy service
Stakeholders Layer . domain |, Convenienceservice 1 actors
1 ' actors i
! [} 1
! [ 1
+ T T
1 1 [N
! 1 1
! 1 1
Application Layer : : Control, comfort & : : Energy services
(Services & Functions) 1 1 | convenience services |
! 1 (N
! 1 11
1 1 LIl
i
! 1
Semantic Interoperabili ! 1 ) -
P b 1 1 Semantic Interoperability Layer
Layer 1 i
! 1
! 1 |
Device Layer : 1 nside Building Outside Building
1

B SHBERA I SERA | SHBIRA [ 'FA [N SiL
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FIGURE 217 THE SHBERA AND ITS DIFFERENT ARCHITECTURAL VIEWPOINTS

Figure 2 shows the logical relations between different viewpoints, by depicting the viewpoints
as sets of concepts, al so known as a 0Veoveri@ap, theyahpmre then. Wh
relevancyof concepts. There are five sets: the com
SERA, SHBIRA, IF and SIL which will be shortly introduced below, after first explaining the
under ktonceptgoordinatesystemé6 f or ordering concepts in a

a way to illustrate how the viewpoints relate to each other.

Figure 2 contains (horizontal) layers for ordering concepts in InterConnect using the following
categories: devices, communication, semantic interoperability, applications (for services
that provide functionality) and stakeholders in the InterConnect (service) ecosystem. The use
of these five layers, can be considered as a way of merging the Reference Architectural Model
Industrie (RAMI) 4.0 and the Smart Grid Architecture Model (SGAM)*°. The higher a layer in
the InterConnect model, the less a concept relates to a physical device and the more it relates

to services and the use/provisioning of a service (by consumers/organizations):

Device layer: includes all end devices which are consumers, producers, or prosumers
of electric energy as well as smart metering systems, sensors, actuators and other
smart home/building connected devices.

Communication layer: includes home and building management systems, deployed
on-site. This layer encompasses communication technologies and protocol gateways
bridging the devices and higher-level applications and services. As within the SGAM
model, emphasis is given to the description of protocols and mechanisms for the
interoperable exchange of information between components in the context of the
underlying use case, function or service and related information objects or data models.

Semantic Interoperability layer: allows for the establishment of semantic
interoperability. It is important to note that the semantic interoperability layer is not
strictly between the gateway and application layers, but a pervasive network of
interoperability adapters and connectors (see section 4.5.2) spanning across all four
reference architecture layers.

18 For more information on the RAMI 4.0, see https://www.plattform-i40.de/P140/Navigation/EN/Home/home.html
19 See Section 2.8.
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Application layer: includes all interoperable services (energy, non-energy and grid-
related) as well as applications built for the realization of the project's use cases.
| nt er Connect Gyframewdrkesendcpsealsarésidd on this layer.

Stakeholder layer: includes all project's stakeholders, end-users, and energy system
actors/roles providing or benefiting from the Control, Comfort & Convenience (CCC)
and Energy Services.

Then there are domains (depicted using dashed lines) for ordering concepts. The domains
have been identified after processing the use cases in WP1. The following domains are
present:

The User domain, which expands over multiple layers to depict the set of roles found

in use cases from WP1. This shows the diversity of roles, but also how they can be
architecturally combined.

The Control, Comfort and Convenience (CCC) services domain covers both the key
actors providing and benefiting from the control, comfort & convenience services, and

thenon-ener gy services. Al so -esmaewedy)y meer wiad d £ dd

The Energy services domain, which covers key actors providing energy services and
the services themselves.

The Semantic Interoperability Layer domain comprises configured instances of
interoperability adapters and smart connectors (see section 4.5.2) hosted on digital
platforms (provided by project partners) and supporting services introduced by the
interoperability framework.

The Home/Building domain, which groups the hardware and software components
that are deployed within residential or commercial buildings (e.g., appliances, IoT
devices, sensors, amongst others).

The Energy System domain, which includes key actors from energy system domain

and resources and services from the TSO/ DSC

of the previous layering of concepts and denotesthe 6 smart ener gy
a distribution and transmission system that are present in (smart) electrical grids,
including the organisations, markets, etc. needed to keep the energy system up and
running. This domain is used to show the relationship of sets/viewpoints with the
(classical) energy system.

With the use of a éconcept coordinate systemb

map the viewpoints from the SHBERA and organize the following viewpoints amongst

themselves:
SERA (Smart Energy Reference Architecture). It is the InterConnect viewpoint from
the Energy domain that focuses on devices, services, actors, business roles, and the
Smart (electrical) Grid. It also emphasizes information exchange in the energy system
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from an InterConnect point of view. The SERA is not meant as a replacement of
SGAM, but as a simplified version to enable experts from loT domains to bridge the
gap with experts from the energy domain. It reduces the amount of time and energy
needed to understand the energy domain from an 10T perspective.
The SERA is the largest subset as it refers to a large part of the concepts in the
SHBERA, however it does not always contain the same level of detail as the sets that
it overlaps with. The overlap is primarily in scoping with respect to the background of
layers and columns.

SHBIRA (Smart Home/Building IoT Reference Architecture). The SHBIRA takes the
loT domain perspective and focuses on the interoperability and communication of
services with each other and with devices, cloud, and local management systems
at different layers (of abstraction). Because the SHBIRA is amore 10T related viewpoint,
it is a smaller subset than the SERA. This viewpoint provides more details on the loT
aspects, which are less relevant from an Energy domain perspective.

IF (Interoperability Framework). It is a viewpoint from the domain of technical
integration for interoperability. It looks at the InterConnect ecosystem as containing
a platform with services, such as the service store for all interoperable services, P2P
marketplace enablers, access control mechanisms, generic interoperability adapters,
enabling communication, and others. It was introduced in deliverable D5.1 [14].

SIL (Semantic Interoperability Layer). A viewpoint from the domain of semantic
engineering and has even more focus on the language used in interoperability than

the IF, causing it to be the visually smallest subset of architectural concepts in this
visualization of the SHBERA. Please note that it has the same name as the layer in the
6concept coordi nat e Axyisprineanipprovides a view fro® thBtE R
layer. However, from the SIL point of view, all detailed information regarding all

Il nter Connectds concepts relevant to users
seen. Zooming in once more brings us to the Semantic Interoperability Layer (SIL),
depicted in Figure 8. This is a logical concept within the IC Framework that enables
semantic interoperability comprising ontologies, interoperability adapters and smart
connectors with supporting orchestration enablers.

The following sections describe in more detail the architectural viewpoints. For each point of
view there is a list of specific requirements, a description and then a discussion of several

security and privacy considerations.

The SERA is an Energy System point of view on the InterConnect ecosystem and is its
purpose is to serve as tool to help understanding the interconnection of devices in Smart
Homes, and Buildings with (Internet-based) services and the (electrical) Smart Grid by the
exchange of information. Key concept is the information object: a description of a particular
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set of information that is exchange through an interface between different actors, roles, and
business parties from different (sub-)domains. The information objects can be used for
establishing what concepts need to be present in the semantic interoperability layer as well.

Figure 3 provides a visual description of the SERA?°,
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FIGURE 37 SMART ENERGY REFERENCE ARCHITECTURE (SERA)

To make this viewpoint also comprehensible for experts coming from other domains than the
Energy System, InterConnect decided to let this viewpoint include fewer details than many of
the existing reference architectures in the energy domain that have become commonplace in
different subdomains of energy system expertise (e.g., smart grids, e-mobility, and energy
flexibility markets with aggregators). However, to support a relatively easy comparison with

other architectures, the SERA does show a close resemblance with parts?! of existing

20 The colour schema used helps denotate devices (brown fill colour) and roles (dark blue fill colour). The Smart Meter is
depicted as both a Device and a Role since it is managed by an organisation that provides Smart Meter data. This can be a
Distribution System Operator, but that does not always have to be the case. The InterConnect Framework has, by default, an
orange fill colour.

22The emphasis is on parts following InterConnectés focus on
the SERA does not replace current Smart Grid reference architectures but instead uses concepts from existing reference
architectures used in the smart grid domain to discuss and compare interconnection of devices, services, and parties/roles in

the energy system.
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reference architectures in the smart grid domain. An example is the use of abstraction layers
(like present in the SGAM). The simplification (in relation to other reference architectures)

makes it easier for InterConnect to define new roles that emerge through interconnection.

Alarm Energy flexibility
service service

Service |
Market
Place . | | | Distribution Grid data DSO

Aggregator

Energy Management data

InterConnect Home Automation, Control data
i Framework :
T rrreewee I .................... “ .................... | R
Movement Dish Smart
Battery
sensor washer Home

FIGURE 4 i SIMPLIFIED VIEW OF ABSTRACTION LAYERING AND SEPARATION OF CONCERNS

To be sure that the SERA would support the InterConnect pilots, it has also been derived from
the use cases provided by the partners. The use cases contained a plethora of business
actors, roles, and physical devices/components and have been ordered to different layers of
abstraction and/or grouped based on separation of concerns. Figure 4 (implicitly) depicts the
use of the five layers from the SHBERA; the Stakeholder layer (e.g., DSO), the
Application/Service layer, the Information/Interoperability layer (green data domain), the
Communication layer (the connections) and the device/asset layer.

Concerning the energy market roles, the goal was to stay in line with the Smart Grid Task
Force Expert Group view on possible relations between market roles [4]. Here, the
InterConnect project determined that although lots of actors (TSO, BRP, and others) and
markets (Balancing Market) were clearly defined, there are some differences in legislation
across countries (and especially around energy flexibility) that introduce different views and

possibilities on (local) flexibility markets, actors (technical, commercial aggregators).
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The SERA introduces multiple domains that provide structure and overview. Components

within one domain tend to share more things with each other (e.g., physical location, interests,

a reference framework, etc.) than with components in other domains. Different domains can

influence each other through relationships that span across domains??. Table 7 lists the

architectural components per domain. Each domain and its components will be discussed in

the subsections below, accompanied by a description of information objects that are relevant

to this domain. Note that information objects can be exchanged between domains, but for

reasons of readability are listed at a particular domain.

User Domain

Human Flexibility Owner

Smartphone / App

Smart Home/ Building

Domain

Mobility / Energy Devices
Sensor

Smart Meter

Control Services Domain

Control, Comfort & Convenience Services Provider

Energy Services Domain

Generic Energy Service Provider
Flexibility Service Provider

Energy Forecasting Provider

Grid Domain

Distribution System Operator (DSO)
Transmission System Operator (TSO)
Balance Responsible Party (BRP)

Energy Market

InterConnect Framework /

Platform Domain

InterConnect Framework / Platform

TABLE 77 SUMMARY OF BASIC ROLES AND SYSTEM ELEMENTS PER DOMAIN

22 For example, the Smart Grid Domain is influenced by the behaviour of people in the User Domain and devices in the
Home/Building Domain (and vice versa).
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The InterConnect Framework/Platform is a special logical concept and is depicted in the centre
in its own domain. Components can be connected to the InterConnect Framework directly or
indirectly. When directly connected, they will interface logically (and technically) with the
InterConnect Framework/Platform?® concept. As there are a wide range of information flows
through this concept, different types of information have been grouped into the following
themes to create structure and overview: User, Sensor, Forecast, Device, Flexibility and

(grid) Connection Info.

The User domain contains the following concepts and architectural components:

Human Flexibility Owner, a human that owns flexibility in the sense that the human
can decide to let a device consume or produce less or more power at a certain point in
time.

Smartphone / App: For retrieving user information or giving user feedback in most
cases. By default, this is expected to be an App on a Smartphone (or tablet, computer).

The following Information Objects are part of the User domain:

User Login & Authentication: all identification data required to complete the user
authentication process.

User request: user requesting sensors reading, commands to do switch off/on lights,
HVAC, commands to check building installations.

User preferences (for device): All preferences the user can set for devices or the
(building/home) environment: like comfort settings (temperature or humidity), lightings
timing and settings, preferences for low-cost or own generated energy, etc.

User feedback: All kind of user feedback like reporting of actions performed, display
feedback to user, charge summary, errors, etc.

Table 8 contains examples of the generic domain concepts and specific instantiations from
use cases as found in the InterConnect set of pilots, together with related information objects.

Use Case Information Producers and Receivers
Human Owner of

Flexibility

End User

Local community

23 |n Figure 3, components that have a direct connection with the InterConnect Framework have a differently coloured outline.
Also, direct connections have a dark grey colour and indirect connections a lighter grey.
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1

EV user
Prosumer
User, end consumer

Building Manager, Building Owner

Smart parking owner, parking manager, Charging station operator

Community energy manager

Use Case Information Objects Exchanged

Human preferences (for device)
Human feedback
Human Login & Authentication

Human request

Smartphone / App

Use Case Information Producers and Receivers

App
Mobile App
Manufacturer App

Living Service Provider's App

Use Case Information Objects Exchanged

Digitized human preferences (for device)
Digitized human feedback
Digitized human Login & Authentication

Digitized human request

TABLE 81 USER DOMAIN BASIC ROLES AND COMPONENTS

The Smart Home / Building domain contains the following concepts and architectural

components:

Mobility Devices: The energy-related devices we refer here are mainly the Electric

Vehicle (EV) or the related EVSE (EV Supply Equipment, the charge point).

Energy Devices: The energy-related devices we refer here are mainly Domestic
Appliances, PV panels, in-home battery storage, HVAC (Heating Ventilation and Air-

conditioning)

Non-energy Devices: This are devices for controlling lighting, sun shading, locking

doors, etc.
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Sensors: is a module, component able to measure or detect events in its environment.
For InterConnect this are in-home or in-building modules able to measure or detect:
activity (motion, door and window, intrusion) climate and comfort (temperature, air flow,
COg, water, light, humidity) or any other measurement.

Smart Meter: In general, a Smart Meter is a meter measuring electricity in power and

energy (and/or heat, water, gas) and can be read remotely.

The following Device and Sensor related Information Objects are part of the Smart Home /

Building Domain:

Commands to device: Sending commands to a device. This can be simply turn on a
specific device but can also be an advanced program.

Device feedback: Feedback of the device (to a service) that a plan has been activated
or a command has successfully been processed.

Device flexibility/info: This information can be the device energy flexibility, but also
real-time consumption data or other device-related information.

Flex plan to device: This energy flexibility plan can be advanced, a simpler power
profile, a load shifting request or a power limit.

Sensor (data): This sensor data can be very diverse (see also chapter on devices and
sensors). Data can vary from room temperature to current grid load, energy consumed
yesterday, CO:2 level, etc.

Table 9 contains examples of the generic domain concepts and specific instantiations from

use cases as found in the InterConnect set of pilots, together with related information objects.

Mobility / Energy Devices

Use Case Information Producers and Receivers
Device
Charging stations operator
Charging station
Devices
Device-X Smart Plug
Smart Device

PV inverter devices

Use Case Information Objects Exchanged
Flex plan to device
Commands to device

Device feedback
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Device flexibility/info

Use Case Information Producers and Receivers

Sensors
Sensor

Use Case Information Objects Exchanged

Sensors (data)

Use Case Information Producers and Receivers
DSO-Smart Meter

Smart meter

Smart meter

Smart Meter + Internet Interface

Use Case Information Objects Exchanged

Smart meter (building consumption)

TABLE 917 SMART HOME/BUILDING DOMAIN BASIC ROLES AND COMPONENTS

The Energy Services Domain contains the following concepts and architectural components?4:

1 Flexibility Service Provider: The role of the Flexibility Service Provider (can be an
aggregator) is to accumulate flexibility from prosumers and their devices and offer or
sell it to energy actors (varying from Commercial Aggregators, the BRP, the DSO, or to
the TSO)

1 Energy Forecast Provider: Forecasts are crucial for efficient management of flexibility.
For that reason, we foresee dedicated parties (or services) that provide energy
forecasts. These forecasts can relate to PV, wind, building consumption, eMobility
demand, etc.

1 Generic Energy Service Providers: These providers offer auxiliary energy-related
services to Prosumers. These services include insight services, energy optimisation
services, and services such as the remote maintenance of assets. It can also be an
Energy Supplier, with the role to source, supply, and invoice energy to its customers.
The supplier and its customers agree on commercial terms for the supply and
procurement of energy.

Note that various use cases include a Technical Aggregator (TA), which is called Flexibility

Service Provider (FSP) in the architecture to avoid confusion and mixed up with a Commercial

24 These definitions have been defined following USEF model definitions. For more information, see
https://www.usef.energy/app/uploads/2016/12/USEF TheFrameworkExplained-18nov15.pdf
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Aggregator (CA). The following Flexibility and Forecast related Information Objects are part

of the Energy Services Domain:

TA Aggregated flexibility: An FSP or TA aggregates flexibility of a set of households,
buildings or a certain area and sends this to an Energy Service Provider (e.g., a
Commercial Aggregator).

Flex plan to TA: An Energy Service Provider exploits the aggregated flexibility on
various energy markets and generates a flexibility plan to be executed by the FSP/TA.

Flex plan from TA to set of devices (connected to a Building Energy Management
System (BEMS)): The FSP/TA disaggregates the flexibility plan and sends it to the
devices (or BEMS) of the households or buildings.

Set of devices (BEMS) feedback: The devices (and BEMS) give feedback if the plans
can successfully be executed. If not, the deviations will be sent to the FSP too.

TA feedback to CA: The FSP/ TA will collect all deviations (if any) and bundle these
and send it to the FSP/TA, so that if needed an adapted plan can be executed.

TA Heartbeat: Sometime heartbeat messages Are sent to devices by the FSP/TA to
see if these are still active and online.

Forecasted Weather: Regular weather forecast with different time scale (next week,
day, hour) and data (temperature, wind, solar radiation, etc.)

Forecasted power profiles: Various services need forecasted power profiles. This can
be baseline load forecast (the load the household will have without the flexible devices),
the PV forecast (of the PV panels of the building or an area), but also overall energy
consumption forecast (including all flexible loads like EVs and HVAC) are needed.

Forecast request: Certain forecasts can also be made on request of the DSO, and
example is to request as DSO the forecast of a set of households (that is, e.g.,
connected to a certain DSO LV feeder).

Table 10 contains examples of the generic domain concepts and specific instantiations from

use cases as found in the InterConnect set of pilots, together with related information objects.

Flexibility Service
Provider Flexibility service provider

Use Case Information Producers and Receivers
Living Service Provider's Platform
i-EMS (integrated Energy Management System)

Aggregation Engine ReFlex

Commercial Aggregator

Aggregator

Use Case Information Objects Exchanged
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TA Aggregated flexibility

Flex plan from TA to set of devices (BEMS)
Flex plan to TA

Set of devices (BEMS) feedback

TA feedback to CA

TA Heartbeat

Generic Energy Service

Provider

Use Case Information Producers and Receivers
Retailer, Supplier
Energy Service Provider
Energy Service Provider's Platform
ESCO

Producer

Use Case Information Objects Exchanged

These are allocated to Flexibility Service Provider or other roles

Energy Forecasting

Provider

Use Case Information Producers and Receivers
Aggregation Forecaster
Baseline forecaster
Flexibility forecaster
PV forecaster
Weather Forecaster

Forecaster

Use Case Information Objects Exchanged
Forecasted power profiles
Forecasted Weather

Forecast request

TABLE 107 ENERGY SERVICES DOMAIN BASIC ROLES AND COMPONENTS

The Grid Domain contains the following concepts and architectural components:

Distribution System Operator: The DSO is responsible for the active management of

the distribution grid.
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Transmission System Operator: The role of the Transmission System Operator
(TSO) is to transport energy in each region from centralised Producers to dispersed
industrial Prosumers and Distribution System Operators over its high-voltage grid. The
TSO safeguar ds ttérmeabisitytsmeet sléctsicity transmgission demands
and is responsible for keeping the system in balance by deploying regulating capacity,
reserve capacity, and incidental emergency capacity.

Energy Market: In general energy markets are commodity markets that deal
specifically with the trade and supply of energy. The energy market in our case mostly
refers to electricity markets, where trades can refer to capacity, day-ahead, intraday,
and balancing products.

BRP. A Balance Responsible Party (BRP) is responsible for actively balancing supply
and demand for its portfolio of Producers, Aggregators, and Prosumers. The supplier
can contract a BRP.

The following Information Objects?® are part of the Smart Grid domain:
DSO flex needs/request: The request for flexibility from a DSO, often to reduce grid

load to prevent local congestion. The request can be to the FSPs or CAs that are active
in the domain the DSO has the request for.

DSO flex offer: Various flexibility offers from multiple FSPs or CAs are expected and
will be received and evaluated by the DSO.

DSO flex order: The DSO will accept/order some of the flexibility offered since these
have the best value and or are best suited/reliable.

DSO Flex order feedback: The FSP/CA need to confirm the order. Note that also a
part of the flexibility offered can be ordered.

DSO Smart Meter data: Measurement data from the smart meter is required for the
settlement of used energy and use flexibility. This data (for reliability purpose) needs to
be provided by the DSO (or the designated Meter Operator).

DSO Heartbeat: In some cases, DSOs like to send heartbeats to connected
parties/devices to signal if these are alive and able to provide or react on flexibility.

Table 11 contains examples of the generic domain concepts and specific instantiations from
use cases as found in the InterConnect set of pilots, together with related information objects.

Use Case Information Producers and Receivers

DSO
Distribution System

Operator (DSO)

DSO-Grid

Use Case Information Objects Exchanged

DSO flex needs/request

25 Some of the objects are inspired by and used in USEF.
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DSO flex offer

DSO flex order

DSO Flex order feedback
DSO Heartbeat

DSO Smart Meter data

Use Case Information Producers and Receivers

TSO

Use Case Information Objects Exchanged

TSO data is not expected in the InterConnect platform. TSO found in use
Transmission System casesis e.g-

Operator (TSO) a. Block exchange notification
b. Imbalance invoicing

c. Imbalance invoicing

d. Consumption and injection program

Peak day information (tariff)

Use Case Information Producers and Receivers

BRP
BRP

Use Case Information Objects Exchanged

These are allocated to TSO or other roles

TABLE 117 SMART GRID DOMAIN BASIC ROLES AND COMPONENTS

IMPORTANT: as the DSO is an important stakeholder in the grid domain (e.g., due to the
need to maintain power quality and avoid congestion), InterConnect has a dedicated work
package for the studying the exchange of information and control signals between the DSO
and ot her participants in the NAD$S@r Conme dtace
InterConnect partners work on the functionality of this Interface and create an architectural

approach for implementation of this DSO interfaces.

The Control Services Domain contains the following concepts and architectural components:

Control, Comfort & Convenience Services Provider: This Service Provider executes
for their customers different kind of services related to building and in-home
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management and control for comfort and convenience in various domains (like heating,
lighting, control of domestic appliances, etc.)

Table 12 contains examples of the generic domain concepts and specific instantiations from
use cases as found in the InterConnect set of pilots, together with related information objects.

Use Case Information Producers and Receivers
Manufacturer Platform

Non-energy service provider

Control, Comfort & Third parties service provider

Convenience Services

i Use Case Information Objects Exchanged

Provider

Intra-platform messages, such as:
a. Update digital twin

b. Sync settings, config, commands, messages

TABLE 127 CONTROL SERVICES DOMAIN BASIC ROLES AND COMPONENTS

The InterConnect Platform Domain contains the following concepts and architectural
components:

InterConnect Platform: A collection of tools enabling interoperability and the intelligent
interaction of many devices and services from different domains (e.g., home
automation, energy management, etc.)

Table 13 contains examples of the generic domain concepts and specific instantiations from

use cases as found in the InterConnect set of pilots, together with related information objects.

Use Case Information Producers and Receivers
Edge/resource manager
BSM/Building energy manager
EMS
InterConnect Platform
loT GW
Platform

Platform-Device Control

Platform-Logic
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Tokenization provider

Token management services

Use Case Information Objects Exchanged

Use cases do not explicitly list the platform, so the information objects are
assigned to other basic roles. We would expect here intra-platform
messages, such as:

a. Sync settings, config, commands, messages

TABLE 137 INTERCONNECT PLATFORM DOMAIN BASIC ROLES AND COMPONENTS

The InterConnect platform in the SERA is a logical concept that acts as an intermediary
between devices and services. During construction of the InterConnect ecosystem the
engineers should be aware of the man-in-the-middle6 at t ack & wher e sasthe
InterConnect platform and intercepts data (containing information and/or control signals)
between devices and the InterConnect platform or the platform and services (and vice versa).

7z

A way to counteract this is using signatures to prove theintegri t y of data (0

Another important aspect to take into consideration is the fact that the InterConnect platform
should in general not weaken existing secure relationship between devices and services. If it
does, there will be less reasons for device manufacturers and service providers to use the

InterConnect ecosystem.

This section describes the 10T point of view, known as the Smart Home/Building loT
Reference Architecture (SHBIRA). It is the result from an extensive analysis of the state of
the art including nine key reference architectures and models, developed by other European
initiatives for these domains (e.g., SGAM, AIOTI). It aims to build on and extend existing work
to include the smart grid and energy domains, and to offer a logical/functional view of the

different components and interfaces in the InterConnect ecosystem.

The SHBIRA views the InterConnect ecosystems in terms of layers and interfaces with specific
functionalities. It provides a flexible, device and technology-agnostic high-level architectural
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point of view, while focusing on interoperability based on communication of services with each
other and with the devices and considers (physical) concepts withalocat i on | i ke t h
and (local) management systems in homes and buildings. In comparison: the SERA in section
Erreur ! Source du renvoi introuvable. abstracts from concepts like the cloud and local

management systems. The SHBIRA is depicted in Figure 5.

---------------------------------------------------------------------------------------------------------------

Service E i Grid Application &

i icati Applications
— Energy & Non-Energy Applications Stora ¥ Sarvices Pp!
CA2LI CA2CI MP2CI I G2Cl l CAZECPI
o{ 1Y X
Building/Home Semantic Interoperability Vertical platforms
CI2ECP
' Energy & Non-Energy Applications ! cizul
CI2BHMS
LA2LI

i o _ y . a2 ECP2D
Building —! Building/Home Semantic Interoperability :
/ Home e T

LI2BHMS
Li2D , Building/Home Management System
D2D BHMS2D
___________________________________________________________________________________________________________________
Devices

FIGURE 57 SMART HOME AND BUILDING I0T REFERENCE ARCHITECTURE (SHBIRA)

Although there are no specific requirements from the SHBIRA point of view, it is important to
mention that the SHBIRA provides a viewpoint that enables project partners to see the
relationship of the (existing) digital/loT platforms provided by them for the realization of the
pilots and use cases?® since their platform architectures often have a same ordering of
components using the same type of layering. By complying it to the SHBIRA it is possible to
add interoperability in a general and unified way instead of specifically per-interface/service.
This means different pilots can produce a dif

service components from WP3 and the interoperability framework as implement in WP5.

%Especially in platforms which provide 6vertical mar ket d sol u
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The SHBIRA has a fundamental categorization in two domains:

The building/home domain, which groups hardware and software components that
are deployed within residential or commercial buildings. These components include
appliances, I0oT devices and sensors, meters, and software (e.g., building/home energy
management system) that run on specific hardware or general-purpose hardware such
as a PC or a home gateway. Local communication networks provide the necessary
connectivity for those components to exchange data among themselves or connect to
cloud servers via the Internet. While the building/home domain components can
operate in an isolated localised manner, they can also connect to a remote cloud-server
(located in the cloud domain) for accessing third party energy and non-energy
applications. Robust security measures are expected to protect sensitive (including
personal) data and combat cyber-attacks.

The cloud domain, which groups cloud-based systems such as IoT platforms and
applications offering a wide range of energy and non-energy services. Examples of
these services include energy efficiency, smart metering, flexibility management,
surveillance, amongst others. Typically, hardware and software components, deployed
in the edge or central clouds, are responsible for storing and processing data generated
from applications. These systems have the advantage of providing highly scalable
solutions and address the flexibility and adaptability needs of each user.

Within this decomposition, the SHBIRA provides a layered view on its main architectural

components, containing:

a layer for Devices, consisting of all connected devices and appliances that are
deployed in the home and building domain. This layer represents all of the physical
hardware (e.g., sensors, actuators, appliances) and related application software that
allows devices and appliances to communicate, to share data (e.g., measurements) or
receive commands (e.g., demand/response);

a layer for Building/Home Management Systems (BHMS), which supervise, and
control appliances and smart devices present in homes and buildings. BHMSs may
interact with the cloud, e.g., for getting tariffs pertaining to flexibility management and
may also include energy management functions. Being compliant with the SHBIRA
does not require this component to be present. However, if it exists, it should provide
the required interfaces (e.g., APIs, documentation, and credentials) to connect with the
following layer:

a layer for Building/Home Semantic Interoperability, containing all the required
functions needed to enable semantic interoperability between devices, applications,
and services?’. This layer is an abstraction and generalization of the functional

27 InterConnect defines a service (software) component as a software component offering a service via a (digital) interface. A
software component can be regarded as an application or part of an application, and it has or represents some functionality.
A service (in the real world) is realized by performing some of these functionalities to accomplish a goal with real impact. A
software component is hosted on a digital platform. A digital platform can host a service component or not.
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components that can be found in the Interoperability Framework Architecture (IF, see

section Erreur ! Source du renvoi introuvable.) point of view and the Semantic
Interoperability Layer (SIL, see section 4.5) point of view. As visualized the software

and hardware components for this layer can be present locally (i.e., at a home or
building), or in the cloud or even 0in betyv
the implementation requirements and specifications of a specific device and/or service.

For example, the more sensitive data about a building is, the less chance the data is

all owed to fAleave the premi seso.

a layer for (non-)Energy Applications, containing the functional components for
services that use the functionality in the Building/Home Semantic Interoperability Layer
for the exchange of information and/or control signals with devices. Functional
components in the Applications layer, such as those for home automation or energy
efficiency services, can be instantiated either locally (i.e., at a home or building) or
remotely within the cloud domain. It depends on needs of end-users and service
provider preferences.

Next to the layers, to be in accordance with requirements to the reference architecture, the
SHBIRA point of view contains the following architectural concepts:

Vertical platforms and their corresponding applications represent any existing cloud-
based platform offering a service or domain-specific functionality within the context of
the InterConnect project and its partners. Examples include platforms that specifically
support Advanced Metering Infrastructure (AMI) applications, or legacy applications
made available by one of the project's stakeholders.

The Service Marketplace?®, which provides a catalogue of all services in the
InterConnect. It will enable all interoperable digital platforms, services, and applications
to navigate the collection of available services and find the connection to interoperate
with these services (as delivered by WP3).

Grid applications for providing (corresponding) services. Examples are applications
collecting information for observing past, current, and future load on the grid from the
perspective of Homes and Buildings. This kind of information can be beneficial to
distribution / transmission systems operators, market agents and consumers. To
support an economy of scale, these applications need agnostic data exchange
mechanisms that respect access, control, and comply to GDPR and different NRA
guidelines.

As described in the security and privacy considerations regarding the SERA (see section
4.2.3) it is important to be aware of a man-in-the-middle attack when separating devices and
services by intermediate components in a line of communication. In the case of the SHBIRA

28 The service marketplace/store was specified within InterConnect Deliverable D5.1 [14] and will be implemented in WP5.
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there are multiple layers with potentially multiple components, located in two domains: the
Building/Home domain and the Cloud domain.

The presence of potentially shared responsibility for security and privacy across both domains
causes a risk of asasiunndi ntga kiletsh ec aorteh eorf dsoent ur i t y
device manufacturers and service providers need to be aware of these three different

architectural approaches:

Most security and privacy related tasks are executed in the Building/Home
domain. Service specific devices do not connect directly to the cloud domain, but first
communicate with a specific gateway at the local premises that limits what information

and control signals can be exchanged with the cloud domain. From the perspective of
anend-user/consumer at home trust is 6laid anchor
domain still must take care of providing the following security and privacy related
functionality:

a. validating applications. End-users in the home domain use (a service in) the
cloud domain to determine if an application (for offering a certain service) is
trustworthy. This is comparable with a Certificate Authority (CA) in Transport
Layer Security (TLS) in communication across the Internet. End-users trust a CA
to determine if the certificate provided by a party on the Internet is valid;

b. connecting services (including those with a smartphone user interface) to
devices;

All security and privacy related tasks are executed in the cloud domain. Service

specific devices connect directly to the cloud domain; This will also cause components

in the home domain to be highly dependent on an internet connection for security and

privacy. From the perspective of an end-user / consumerathome trust i s Ol a
in the cloud domain.

A hybrid system, where some security and privacy related tasks are executed in
the cloud domain and others in the Building/Home domain.

The Interoperability Framework (IF) point of view shows what is needed for enabling
interoperability across all participating digital platforms, services, applications - providing
energy and non-energy services (control, comfort, and convenience) - and devices. Contrary
to the SERA (see section 4.2) it does not look at domains like energy services and the grid.
Contrary to the SHBIRA (see section 4.3) it does not look at a separation of concerns in terms
of physical domains and layers of abstraction. The Interoperability Framework viewpoint

focusses on interoperability in communication.
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IMPORTANT: The IF is so essential to the functioning of the InterConnect Ecosystem and has
S0 many aspects that it has its own InterConnect Deliverable D5.1 [14]. In this deliverable,

only the main aspects and the relationship to other viewpoints are described.

Table 14 further specifies the requirements derived from R1, specific to the interoperability

framework.

IC Interoperability Framework MUST achieve semantic interoperability without an

R1.4 intermediary digital platform purposefully built for the project to facilitate this
interoperability
IC Interoperability Framework MUST specify an interoperability toolbox that provides

R1.5 enablers and services to speed up the realization of interoperable environments
required by the project pilots and defined use cases

R16 IC Interoperability Framework SHOULD enable interoperability not just within pilots, but
among them in overarching use cases
IC Interoperability Framework MUST support cascade funding partners and integrators

R1.7 to utilize the interoperability toolbox components to make their platforms and services
interoperable in the same semantic interoperability framework

TABLE 1471 IF VIEWPOINT SPECIFIC DERIVED REQUIREMENTS FROM REQUIREMENT R1

Table 15 further specifies the requirements derived from R2 specific to the interoperability

framework.
IC Interoperability Framework SHOULD achieve semantic interoperability based on the
R2.2 SAREF ontology and a set of existing, already validated semantic reasoning and
orchestration technologies

TABLE 157 IF VIEWPOINT SPECIFIC DERIVED REQUIREMENTS FROM REQUIREMENT R2

Table 16 further specifies the requirements derived from R3 specific to the interoperability

framework.
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R3.4

IC Interoperability Framework SHOULD implement a mechanism for interoperability
compliance test and certification

TABLE 167 IF VIEWPOINT SPECIFIC DERIVED REQUIREMENTS FROM REQUIREMENT R3

Table 17 further specifies the requirements derived from R4 specific to t

security and privacy.

R4.3

IC Interoperability Framework MUST ensure that achieved interoperability does not
impact or limit the privacy protection regulations and mechanisms already implemented

by participating entities

R4.4

IC Interoperability Framework SHOULD be able to support different types of security
requirements and security levels for different types of threats

R4.5

IC Interoperability Framework SHOULD allow data sharing in different granularity
levels to different recipients. This process should be fully transparent and under the

control of the end-user and data controllers (e.g., BMS, service provider)

R4.6

IC Interoperability Framework SHOULD support data and control sharing protocols

R4.7

IC Interoperability Framework SHOULD facilitate R4.6 (data and control sharing) by
providing end-users and framework integrators with a level of participation on control
decisions

R4.8

IC Interoperability Framework SHOULD aimtoe ns ur e tlheavtel 6 l6csve c u
will not impact high-level security systems. As a result, InterConnect project should be

able to evaluate dependencies between services and devices

R4.9

IC Interoperability Framework MUST provide a flexible identification and authorization

service for its integrators and users

R4.10

IC Interoperability Framework SHOULD facilitate the communication between devices,

users and services while enforcing the (different) policies given by all the stakeholders

R4.11

IC Interoperability Framework SHOULD allow devices, users, and services to have

their own security capabilities, possibly resulting in different security groups

TABLE 177 IF VIEWPOINT SPECIFIC DERIVED REQUIREMENTS FROM REQUIREMENT R4

The overall functional architecture of the is visualized in Figure 7. The main functional

components are:
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a Device. A physical apparatus comparable to a device in the SERA and SHBIRA
viewpoints.

a Digital platform. An (loT) hardware/software platform to which a device is connected,
and which can also provide the foundations for running

a Service, which is a (software) component comparable to the components in the
Applications and Grid-Services layers of the SHBIRA. It uses

an Adapter, which is a (software) component that adapts (existing) services on a digital
platform to connect to

the Semantic Interoperability Layer (SIL) which interconnects existing digital
platforms, and services they offer, among themselves and with so called
Ainteroperability framework serviceso. E X @
construction and operation of services (through application components as visible in

t he SHBI RA) are the O0service stored, OP2P m
protectiond and dbaccess control 6. T hsean Se ma
abstraction and generalization of the set of components that are visible in the Semantic
Interoperability Layer viewpoint (see section 4.4.3).

Semantic

Connector | interoperability
conneclon

@ Ej G E G Adapter ?:1T::r:£i'cramuw
adapter
d0

B G Ej Ej 0 | [ Hyperledger Fabric

N
Ej

blockehain
wtﬁ:ﬂm - | [j EI
I |
Service containers Tm‘ e InterConnect user
base
Runtime environment Web interface 1™ I:::'I
e
Admin tools
InterConnect Service Security framework
Sore P2F marketplace 1 p— " (logs,
Semantic Interoperability Layer (Reasoning, Discovery)
Connector
Adapter - Adapter
Service 1 Service 2 App
New app built
Digital platform 1 within the project

FIGURE 6 7 INTEROPERABILITY FRAMEWORK (IF)
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IMPORTANT: a digital platform can have many kinds of technical instantiations. For instance,
a washing machine can be considered as a device. The washing machine itself is not regarded
as a digital platform, but it when it contains a controller, that controller can be considered as a
digital platform. Potentially it hosts a service software component?®. From the perspective from
an end-user the main service provided by the washing machine is washing the laundry. From
an IF point of view the main service provided by the washing machine is the ability to remotely
(and digitally) start or delay the start of a washing machine program. Depending on the context

this service can be regarded as a comfort service (non-energy) and/or as an energy service.

FIGURE 7i IC SERVICE STORE FUNCTIONAL ARCHITECTURE AND FUNCTIONALITIES
| C6s I nteroperability Fr amewo rSkrvicelStwre (depictedrino d u c e
Figure 7), which is specific to InterConnect. It provides a comprehensive catalogue of all
interoperable services from the smart home/building and energy domains. The service store
provides a set of generic services (e.g., for data analysis, weather forecast). To be featured in

the service catalogue, a service needs to have an interface (e.g., an adapter) which allows for

2% The IC service software component could also be hosted in the cloud and not on the device itself. In this case the IC service
software component communicates via a proprietary or standard interface with the controller. Via the IC interface it is
connected to the IC interoperability framework. IC service represents the service offered by the device.
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